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My Health Record My Health Record News
a digital bulletin for providers

Welcome
Welcome to the second digital 
bulletin for My Health Record, 
bringing you the latest news 
on the relaunch of My Health 
Record (originally called 
the Personally Controlled 
Electronic Health Record). 

In this issue…
An important step in Australia’s digital health journey

Set the record straight on privacy

My Health Record system updates and improvements

My Health Record support channels

Changes to the Practice Incentives Program  
eHealth Incentive

Frequently asked question – How to get registered
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The recent launch of My Health Record signals the start of a new era of faster, more 
effective and more efficient healthcare for Australians.

We know that My Health Record can’t transform 
Australia’s healthcare system overnight, but 
it is an important first step in the evolution to 
new models of care that are enabled by digital 
technology. 

My Health Record supports individuals to take 
an active role in their health management and to 
improve their health literacy. It allows healthcare 
providers to monitor patients, diagnose them 
early and detect emergencies before they happen 
to facilitate quality team care.

Minister for Health, Sport and Aged Care, Sussan 
Ley said “Digital services are now used in almost 
every part of our day-to-day lives, whether it is 
online banking or shopping. 

My Health Record is another way in which 
technology can hugely improve our lives.  
The system is secure and regulated by law,  
just like online banking, to ensure that personal 
information is not misused or lost.”

“My Health Record will particularly benefit people 
who use a lot of health services, such as older 
people, families with young children, and people 
with chronic illness,” Sussan Ley said. 

As the system builds up over time with more 
patient health information, it has the potential 
to benefit every Australian by giving them more 

control over their health and ensuring that they 
get the right treatment at the right time.

“The time has come for Australians to take a 
bigger more active role in their own health – in 
terms of preventing lifestyle-related chronic 
diseases, and in terms of managing the 
conditions they have.”

My Health Record helps people to do just that. 
There is even the possibility in the future that 
applications linking to wearable health monitors 
can load information to My Health Record, 
enabling healthcare providers to see this 
information through their own systems - with the 
tap of a finger. 

Consumers in the Nepean Blue Mountains area 
in New South Wales and in Northern Queensland 
will have a My Health Record automatically 
created for them, unless they decide they don’t 
want one. They can advise their decision to opt-
out online (without needing to establish a MyGov 
account), or alternatively they can gain access to 
their My Health Record and set access controls. 

To find out more on the opt-out trials please visit 
the My Health Record website >>

To view the entire transcript from the Minister for 
Health, Sport and Aged Care, Sussan Ley please 
click here >>

An important step in Australia’s 
digital health journey

https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/Content/my-health-record-trial-letter
https://www.health.gov.au/internet/ministers/publishing.nsf/Content/health-mediarel-yr2016-ley016.htm?OpenDocument&yr=2016&mth=03
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There are a number of positive and negative assertions circulating the 
media, so each month we will be ‘setting the record straight’ and highlighting which 
My Health Record rumours are facts and which are not, so you can be confident when 
dealing with your customers. This month we set the record straight on privacy.

Here are some of the misrepresentations, along 
with the actual facts:

Assertion: Individuals cannot control who sees 
their My Health Record

Not true. Individuals can ask their healthcare 
provider not to upload certain information to 
their My Health Record and can also choose to be 
notified when their My Health Record is accessed. 

They can also set controls to restrict access  
to certain information in their My Health Record 
or to prevent certain healthcare provider 
organisations from seeing anything in their  
My Health Record. For example, individuals  
may want to restrict access or ask a provider not 
to upload their sensitive health information, such 
as sexual or mental health issues accessible by 
all healthcare providers. 

Assertion: Government agencies will be able to 
access people’s personal data

There are very limited circumstances where 
anyone, including the Government, may 
access someone’s My Health Record. Those 

circumstances are narrower than under existing 
laws like the Privacy Act 1988, so My Health 
Record actually provides more protection of 
sensitive health information than exists for 
health records outside of the system. Limited 
circumstances include:

 ■ For the purpose of providing healthcare to an 
individual, including in an emergency;

 ■ For law enforcement purposes – in line with 
current powers under the Privacy Act, 
enforcement bodies may access information 
for particular investigations;

 ■ For the purpose of a healthcare provider’s 
indemnity cover – for example as part of a 
provider’s defence (or that of their medical 
indemnity insurer, acting on their behalf) in 
proceedings of negligence. This reflects 
longstanding rights of providers to use health 
information in records they hold in their own 
systems as part of proceedings.

Assertion: Personal information won’t be safe - 
the My Health Record system is a gold mine for 
hackers and blackmailers 

Set the record straight!
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The privacy of people’s personal information is 
taken extremely seriously. A range of legislative 
and technical mechanisms work together to 
ensure the privacy and security of people’s 
information in the My Health Record system.  

My Health Record uses bank-strength security 
including strong encryption and firewalls, secure 
logins and audit trails. It meets Australian 
Government Security Standards and is regularly 
tested for security compliance and vulnerability. 
These standards are regularly updated to address 
emerging cyber-threats. The staff who operate 
and maintain the My Health Record system are 
vetted and undergo police checks, consistent with 
government standards. 

Further, the unauthorised collection, use or 
disclosure of information in the My Health 
Record system, is subject to both civil and 

criminal penalties where an action is deliberate 
or reckless. These penalties do not apply where 
a mistake has been made – for example, if a 
healthcare provider inadvertently or accidently 
accesses an individual’s My Health Record. The 
penalty for not complying with the My Health 
Records Rules is $18,000 for individuals and 
$90,000 for bodies corporate.

Further information about the My Health Record 
system’s privacy and security policies can be 
found here >>

Image sources:

http://www.news.com.au/national/your-personal-health-
information-is-about-to-go-online-but-you-can-stop-it/news-story/
d4b2c671fd2041e8b8e160b630fe310b

https://delimiter.com.au/2016/03/08/health-record-trial-criticised-
opt-privacy/

The latest release of changes was the largest 
My Health Record system release to date. It 
involved introducing a number of new and 
improved functions into the system including 
making it easier for individuals to set up their 
My Health Record to store key information such 
as emergency contacts and allergies, and to set 
access controls.

The key change of note for healthcare providers 
is the ability to access advance care planning 
documents. From April 2016, the My Health 
Record system provides individuals with the 
ability to upload a scanned version of an 
advance care planning document prepared 
by the individual or their representative. This 
will assist patients to have their preferences 
known and acted upon at the time when 
crucial decisions need to be made about their 
healthcare, and allows these documents to be 
viewed by treating healthcare providers. Please 
note, this is a facility for individuals,  
not healthcare providers to upload advance 
care plans.

My Health Record system updates  
and improvements

There are a range of support channels 
available to service healthcare providers 
including a dedicated hotline for general 
enquiries, registration, training and technical 
enquiries.

For a printable version of the Teir 1 support 
model please click here >>

My Health Record support channels

Purpose:		
Provide	individuals	and	
healthcare	providers	
support	with	My	Health	
Record	enquiries	

Services:	
-  My	Health	Record	

registra:ons	and	
enquiries		

-  My	Health	Record	
general	informa:on,	
ques:ons,	and	
complaints,	(e.g.	
privacy,	security,	
clinical	safety)		

-  Enquires	regarding	the	
My	Health	Record	Opt-
out	trials		

Purpose:		
Assist	healthcare	providers	
with	Medicare	and	NASH	
PKI	cer:ficate	enquiries	
	

Services:	
-  General	informa:on	

and	ques:ons	rela:ng	
to	Medicare	and	NASH	
PKI	cer:ficates	

-  Installa:on	support	for	
PKI	cer:ficates		

-  Support	for	lost	or	
forgoJen	passwords	
for	PKI	cer:ficate	and	
tokens		

	
	
	

Purpose:		
Provide	healthcare	
providers	support	with	
Healthcare	Iden:fier	(HI)	
enquiries	

Services:	
-  SeLng	up	Seed	and	

Network	
Organisa:ons	

-  Obtaining	Healthcare	
Provider	Iden:fiers	for	
Organisa:ons	(HPI-O)		

-  Obtaining	Healthcare	
Provider	Iden:fiers	
(HPI-I)	for	individual	
providers	

-  Enquiries	about	
Individual	Healthcare	
Iden:fiers	(IHI)		(e.g.	
IHI	matching)	

	
	
	

Department	of	Human	Services	(Human	Services)	

My	Health	Record			
Tier	1	Support	

Healthcare	Iden<fier	
Service	Enquiry	Line		

T:	1300	361	457	
E:	healthcareiden:fiers@	
humanservices.gov.au		

	

eBusiness	Service		
Centre	

T:	1800	700	199	
E:	ebusiness@human	
services.	gov.au	

		

My	Health	Record	System	
Public	Enquiry	Line			

T:	1800	723	471	
W:	myhealthrecord.gov.	au		

My	Health	Record	users:	
 

Individuals	 Providers	 Vendors	

phn	
Primary	Health	

Networks	

Purpose:	
Provide	support	for	
complex	seed	and	network	
organisa:on	HPI-O	
structures,	and	PHNs	

Services:	
-  Applying	to	register	

organisa:ons	for	
Digital	Health	

-  Training	healthcare	
providers	to	use	My	
Health	Record	

-  So^ware	vendor	
Digital	Health	
enquiries	(pre-
produc:on)	

-  Informa:on	on	Seed/
Network	
Organisa:ons	

-  Secure	Message	
Delivery	enquiries	

	

Na<onal	E-Health	
Transi<on	Authority	

(NEHTA)	

NEHTA	Help		
Centre		

T:	1300	901	001	
E:	help@nehta.gov.au	

phn	

Purpose:	
Provide	healthcare	
providers	support	with	
technical	CIS	so^ware	
enquiries		
	
Services:	
-  Technical	CIS	so^ware	

enquiries	rela:ng	to	
the	My	Health	Record	
system	

-  Installa:on	support	
for	Medicare	and	
NASH	PKI	cer:ficates		

	
	

Clinical	Informa<on	
System	(CIS)	Vendors	

Contact	your	respec:ve		
CIS	support	desk	or	refer		
to	the	NEHTA	website	for	
contact	details	

		

CIS	Vendors	

General	enquiries	 Registra<on	enquiries	and	training	 Technical	enquiries	

Purpose:		
Provide	so^ware	vendors	
support	with	technical	
Digital	Health	enquiries	
and	troubleshoo:ng		

Services:	
-  CIS	vendors	seeking	

technical	support	on	
behalf	of	providers	
using	Digital	Health	
and	the	My	Health	
Record	system	

	

	

Online	Technical						
Support		

T:	1300	550	115	
E:	myhealthrecord.otshelp	
desk@humanservices.gov.au	

Human	Services		

Informa:on	correct	as	at	01/04/2016	
For	up	to	date	informa:on	please	visit	myhealthrecord.gov.au		
	

https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/Content/privacy
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Changes to the Practice Incentives  
Program eHealth Incentive 
What practices need to know

From 1 May 2016 the eligibility requirements, 
specifically the 5th requirement, for the eHealth 
Incentive will change. To continue to receive 
the eHealth Incentive, general practices will 
need to upload shared health summaries to 
the My Health Record system for a minimum 
of 0.5% of their Standardised Whole Patient 
Equivalent (SWPE) count each quarter. The new 
requirements can be found at myhealthrecord.
gov.au. 

Practices need to meet their minimum shared 
health summary upload target each quarter 
by the point-in-time, in addition to all existing 
requirements.

Practices will not be withdrawn from the existing 
eHealth Incentive. Practices that no longer wish 
to participate in the eHealth Incentive will need to 
withdraw online through the Health Professionals 
Online Services (HPOS) by 31 July 2016. Practices 
that withdraw will be able to re-apply for the 
eHealth Incentive online through HPOS at anytime. 

Practices that do not withdraw will continue 
to be registered from 1 May 2016 and will 
need to meet all of the eHealth Incentive 
requirements. These practices will be able 
to opt-out of individual quarters online up to 
the point-in-time, where they determine they 
will not meet the requirements. Practices 
will automatically be opted back in to the 
next payment quarter.

Failure to meet the new eHealth Incentive 
requirements applying from 1 May 2016 may 
result in recovery of payments to which the 
practice was not entitled.

What practices should do

Practices will need to calculate their minimum 
shared health summary upload target.

Practices will also need to ensure that they 
are familiar with the My Health Record system 
and their general practitioners, registered 
nurses and aboriginal health workers (where 
applicable) know how to create and upload 
shared health summaries. New online self-

paced training materials will soon be available 
at myhealthrecord.gov.au. For more information 
about the support available in your area, you can 
contact your Primary Health Network (PHN).

Practices will need to ensure that their National 
Authentication Service for Health (NASH) Public 
Key Infrastructure (PKI) certificate is up to date 
to be able to use the My Health Record system. 
For assistance with your NASH PKI certificate 
call us on 1800 700 199. Access to PIP Online via 
HPOS will also be required by practices to either 
withdraw from the eHealth Incentive or opt-out  
of a payment quarter. For assistance with 
accessing PIP online call the PIP enquiry line  
on 1800 222 032.

More information

For more information about the PIP eHealth 
Incentive, please go to myhealthrecord.gov.au.

You can also email pip@humanservices.gov.au  
or call the PIP enquiry line on 1800 222 032  
(call charges may apply).

There are the three steps to register a 
healthcare organisation for participation in 
the My Health Record system:

1.  Register with the Healthcare 
Identifiers (HI) Service to obtain a 
Healthcare Provider Identifier for 
Organisations (HPI-O).

2.  Register to participate in the  
My Health Record system.

3.  Apply for a National Authentication 
Service for Health (NASH) Public Key 
Infrastructure (PKI) Certificate for 
your organisation.

For more information about registering to 
participate in the My Health Record system 
and options for submitting your appli-
cation, visit the Healthcare Organisation 
Registration page on the My Health Record 
system website.

How does my organisation connect  
to the My Health Record system?

http://myhealthrecord.gov.au
http://myhealthrecord.gov.au
http://myhealthrecord.gov.au
mailto:pip%40humanservices.gov.au?subject=PIP%20-%20More%20Information
https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/Content/provider-registration
https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/Content/provider-registration
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CIS	Vendors	

General	enquiries	 Registra<on	enquiries	and	training	 Technical	enquiries	

Purpose:		
Provide	so^ware	vendors	
support	with	technical	
Digital	Health	enquiries	
and	troubleshoo:ng		

Services:	
-  CIS	vendors	seeking	

technical	support	on	
behalf	of	providers	
using	Digital	Health	
and	the	My	Health	
Record	system	

	

	

Online	Technical						
Support		

T:	1300	550	115	
E:	myhealthrecord.otshelp	
desk@humanservices.gov.au	

Human	Services		

Informa:on	correct	as	at	01/04/2016	
For	up	to	date	informa:on	please	visit	myhealthrecord.gov.au		
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